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Abstract

Dynamical systems with chaotic attractors are an interesting topic not only for their complex
behavior but also due to their potential applications. Along with the chaos, systems can
also present interesting features such as multistability, global basin of attractions, entangled
basins of attraction, etc. The existence of chaotic systems with multistable hidden attractors
increases complexity but also the number of potential applications. Several systems with
hidden attractors have already been found by numerical search; however, it is usually not
possible to substantially modify their equations or attractor geometry. In this study, an
approach to generate multistable systems with a class of hidden attractors is proposed. The
approach allows for the control of the amplitude and frequency of the chaotic signals of
the different attractors as well as their location in the space by preserving a simple matrix
form in the vector field. Particular cases with mono-stability and multistability are shown.
Also, chaotic signals obtained through the approach are used in a pseudorandom number
generator to obtain binary sequences which are tested under the Statistical Test Suite for
Random and Pseudorandom Number Generators for Cryptographic Applications provided
by the National Institute of Standards and Technology (NIST).

Keywords: hidden attractor; multiscrolls; multistability; chaotic system; dynamical analysis

MSC: 65P20

1. Introduction
Since Edward Lorenz’s early work in the 1960s, the study of chaotic dynamical systems

has profoundly transformed the understanding of nonlinear phenomena in nature [1].
Numerous chaotic and nonlinear dynamical systems were identified in disciplines as
diverse as physics [2,3], biology [4], engineering, and economics, consolidating the concept
of strange attractors as geometric structures that govern the dynamics of these systems [5].
Research focused primarily on self-excited attractors, those that can be easily located
from initial trajectories near unstable equilibrium points [6]. However, recent theoretical
advances have revealed the existence of a new class of dynamic behaviors, namely hidden
attractors [7]. Chaotic attractors generated in vector fields without equilibria fulfill the
hidden attractor definition [8].
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A dynamical system (T, X, ϕ) where T is the evolution time, X is the phase space, and
ϕ(x, t) is the evolution function associated to a vector field ẋ = f (x) can present attractors
of different types. According to [9], we can find two classes of attractors; one type is given
by those well-known attractors excited from unstable equilibria (an equilibrium point
satisfies {x ∈ Rn | 0 = f (x)}) called self-excited attractors. In this kind of attractor, the basin
of attraction intersects with an arbitrarily small open neighborhood of equilibria [10] and
from a numerical point of view, they are easy to find by testing initial conditions close to the
unstable equilibria. The second class is known as hidden attractors, whose basin of attraction
does not contain neighborhoods of equilibria. This class is harder to find since testing
initial conditions near the equilibrium (if any) does not necessarily generate trajectories
that converge to a hidden attractor. An attractor is called a self-excited attractor if its basin
of attraction intersects with any open neighborhood of an unstable fixed point. Otherwise,
it is called a hidden attractor [10].

Although numerous examples of hidden attractors have been reported in various types
of dynamical systems in recent years [11–13], a deep understanding of the mechanisms
that lead to their generation remains an open challenge [7,14]. In contrast to self-excited
attractors, whose appearance can be associated with local bifurcations and trajectories
emanating from unstable equilibrium points [6], hidden attractors emerge from global
system interactions that are not directly linked to these equilibria [5]. This characteristic
makes not only their detection difficult but also the systematic design of models capable of
exhibiting this type of behavior. Consequently, the study of the structural and topological
conditions that favor the emergence of hidden attractors is currently one of the most active
and challenging lines of research within modern chaos theory and nonlinear systems [7].
According to these definitions, a hidden attractor could be observed in systems without
equilibria or even systems with only a stable equilibrium point. They could also be found in
more complex systems with different kinds of equilibria and even in coexistence with other
hidden and self-excited attractors in what are known as multistable systems. In dynamical
systems, the phenomenon of multistability refers to the coexistence of multiple final stable
states, whether they are equilibrium points, periodic orbits, or hidden attractors, where the
convergence to each of the possible final states depends only on the initial condition of the
system [5].

After the reported double-scroll attractor in Chua’s circuit, there has been a constant
interest in the generation of double-scroll and multiscroll attractors. Some approaches for
the generation of self-excited scroll attractors are found in [15–17]. The phenomenon of
multistability has attracted considerable interest in a variety of fields. This phenomenon
has been found in integer-order multiscroll systems and has been studied in several papers
using different mechanisms, i.e., by eigenspectra variation in a piecewise linear (PWL)
system [18,19], by applying control techniques that produce the coexistence of multiple
attractors [20] or by changing the location of the equilibrium point by a bifurcation param-
eter that induces bistable behavior [21,22]. In fractional-order systems, the phenomenon
of multistability has also been described [23,24], with these studies ranging from systems
with no equilibrium points to systems based on memristors and systems that can have a
family of bistable attractors [25].

Some recent studies have explored the use of chaotic attractors in cryptographic appli-
cations; for instance, in [26], a memristor-based multiscroll Hopfield neural network with a
non-polynomial memristor is proposed and implemented using a field-programmable gate
array (FPGA); an encryption circuit is also proposed. In [27], a novel five-dimensional Hop-
field neural network system is introduced by replacing the self-synapse of a single neuron
with a cosine memristor model. The system was implemented using FPGA, has ifinitely
many equilibria, and generates an arbitrary number of multi-scroll attractors. Due to its rich
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dynamics, it was used to produce random sequences for image encryption. In [28], a new
hyperchaotic map is proposed as well as a multi-image encryption algorithm that employs
a hierarchical significance-aware encryption strategy. In [29], the authors introduce a novel
2D hyperchaotic fractional-order map and develop a cryptographic scheme algorithm.
In [30], a chaotic image encryption scheme is presented, which is based on vector-level
operations and a two-dimensional enhanced logistic modular map. Strange attractors in
which the trajectories exhibit a wrapping or unwrapping that resembles the solutions near
a focus equilibrium point are usually called scroll attractors. Chaotic scroll attractors have
been studied for some decades and have been largely used in the design of pseudorandom
number generators, such as the one reported in [31,32]. The ability to reconstruct attractors
in certain chaotic systems presents a security risk for encryption algorithms, as it enables
potential system recovery [33]. The reconstruction of the hidden scroll attractor is harder.

The main contributions of this paper are as follows:

• An approach for the generation of a self-excited double-scroll chaotic attractor is
introduced. The vector field presents a matrix with the form found in classical systems
in a controllable canonical form, which is usually preferred over other forms due to
its simplicity in electronics implementations. In contrast to other reported systems
with scroll attractors and this type of matrix, the reported approach has a wider
range of eigenspectra that produce attractors. Also, chaos in the sense of Shilnikov
is guaranteed.

• An approach for the generation of a bistable system with only self-excited attractors
and multistable systems with two self-excited double-scroll attractors and one hidden
double-scroll attractor is then presented. The method allows for the control of the
amplitude and frequency of the chaotic signals of the different attractors as well as
their location in the space by preserving a simple matrix form in the vector field.

• The approach is further extended to multistable systems with a coexistence of self-
excited attractors and a hidden attractor in 1D, 2D, and 3D grid attractors.

The rest of this study is organized as follows: in Section 2, the new approach for the
generation of a self-excited double-scroll chaotic attractor is introduced. In Section 3, an
approach for the generation of bistable and multistable systems with three attractors is
presented. In Sections 4 and 5, the method is extended to the generation of 1D, 2D, and
3D grid hidden attractors. In Section 6, a known binary sequence generator algorithm is
used along with a particular case of a multistable system generated with the approach to
be tested in the test suite provided by the National Institute of Standards and Technology
(NIST). Finally, in Section 7, there is a concluding discussion.

2. System Design Approach
Let X ⊂ R3 and P = {P1, P2} (η > 1), with X = P1 ∪ P2 and P1 ∩ P2 = ∅, be a space

and a partition, respectively. Let us also consider that there exists a saddle equilibrium
point in each atom Pi. Let us consider a PWL system T : X → X, whose vector field is
given by

ẋ = Ax + f (x)B, (1)

where x = (x1, x2, x3)
T ∈ R3 is the state vector and A is a linear operator given by

A =

 0 1 0
0 0 1

(b2 + a2)c −2ac − b2 − a2 c + 2a

, (2)
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with a, b, c ∈ R such that a, b > 0 and c < 0 and whose complexification AC has the
eigenvalues λ1 = c, λ2 = a + ib and λ3 = a − ib. B is a constant vector given by

B =
1
3

 a − 2c
a2 − 2c2 − b2

a3 − 2c3 − 3ab2

, (3)

f is a function defined as

f (x) =

{
−α, if x ∈ P1;

α, if x ∈ P2;
(4)

where α ∈ R and α > 0. The equilibria are given by x∗eqi
= (x∗1eqi

, x∗2eqi
, x∗3eqi

)T =

− f (x)A−1B ∈ Pi, with i = 1, 2. Let us consider the switching surface defined as follows:

SW = {x ∈ R3 : xTnα = 0}, (5)

P1 = {x ∈ R3 |xTnα < 0} ∪ {x ∈ SW : xTn3 ≥ 0}, (6)

P2 = {x ∈ R3 |xTnα > 0} ∪ {x ∈ SW : xTn3 < 0}, (7)

where

n3 =
1
3

 4
2c + 2a

2c2 − 2b2 + 2a2

, (8)

nα =

−2bc2 + 4abc + b3 + a2b
−6ab

3b

. (9)

The parameter α controls the amplitude of the oscillation in the self-excited attractors,
the parameter b controls the frequency, and a controls the time spent by a trajectory in each
atom of the partition P.

For the appropriate selection of parameters a, b, c, and α such that the Shilnikov
inequality |c| > |a| > 0 is fulfilled, the system exhibits a self-excited attractor. The saddle
index for the equilibria is ν = | a

c | < 1. Moreover, the self-excited attractor presents
Shilnikov chaos, which can be analytically proven.

If it were desired to implement the system with analog devices, the switching rule
given by (5) could be implemented by using an operational amplifier using the technique
reported in [34] followed by a comparator whose inverting terminal is connected to zero.

Proposition 1. Given a system of the form (1), (2), (3), and (4), there exists a heteroclinic cycle
whose intersection points with the switching surfaces are given by

xin1 = −α
[
1 2c+a

3
2c2−b2+a2

3

]T
, (10)

xin2 = α
[
1 2c+a

3
2c2−b2+a2

3

]T
, (11)

Proof. There exists a matrix Q

Q =

 1 0 1
c b a
c2 2ab a2 − b2

, (12)
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such that
J = Q−1 AQ, (13)

where J is a matrix of the form

J =

c 0 0
0 a −b
0 b a

. (14)

The equilibrium points x∗1 and x∗2 are symmetric with respect to the origin. Let us
consider the transformation

z(i) = Q−1(x − x∗i ) for i ∈ {1, 2}, (15)

Changing the coordinates of xin2 to z(2), we get

Q−1(xin2 − x∗1) =
[

4α
3 0 0

]T
, (16)

which along with the shape of (14) implies it belongs to the stable manifold of the system
ż2 = Jz2. The matrix in (14) is in Jordan blocks, so it can be seen that the vectors of the form
[ρ, 0, 0]T with ρ ∈ R belong to the eigenspace whose associated eigenvalue is λ = c < 0.
Therefore, they belong to the stable manifold and then

lim
t→∞

φ(xin2 , t) = x∗1 . (17)

In the same way

Q−1(xin1 − x∗2) =
[
− 4α

3 0 0
]T

, (18)

lim
t→∞

φ(xin1 , t) = x∗2 . (19)

Now, let us change the coordinates of xin1 to z(1). We get

Q−1(xin1 − x∗1) =
[
0 0 − 2α

3

]T
, (20)

which along with the shape of (14) implies that it belongs to the unstable manifold of the
system ż1 = Jz1 in the same way as

Q−1(xin2 − x∗2) =
[
0 0 2α

3

]T
, (21)

and thus it also belongs to the unstable manifold of the system ż2 = Jz2. Now, from (6) and
(16), the switching surface SW1 is the set

SW1 = {x ∈ R3 | xTnα = 0}, (22)

Changing SW1 to z1 gives

Q−1(SW1 − x∗1) =
{

z(1) | z(1)1 − 2z(1)3 =
4α

3

}
, (23)

and changing SW1 to z2 gives

Q−1(SW1 − x∗1) =
{

z(2) | z(2)1 − 2z(2)3 = −4α

3

}
. (24)
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From the SW1 transformed to z(1) and z(2), it can be concluded that the unstable
manifold intersects SW1 in a parallel direction from z(1)2 and z(2)2 . Then, analyzing the

uncoupled system in z(i)2 coordinates with i ∈ {1, 2}, we have

ż(i)2 = az(i)2 − bz(i)3 , (25)

ż(i)3 = bz(i)2 − az(i)3 , (26)(
ż(i)2

)2
+
(

ż(i)3

)2
= a

((
z(i)2

)2
+
(

z(i)3

)2
)

, (27)

If r2 = (ż(i)2 )2 + (ż(i)3 )2, then rṙ = ar2

ṙ = ar, (28)

r = r0e(at). (29)

but since a < 0 and the location of SW1, it can be concluded that

lim
t→−∞

φ(xin1 , t) = x∗1 , (30)

lim
t→−∞

φ(xin2 , t) = x∗2 , (31)

which completes the heteroclinic cycle of P1 and P2.

An illustration of one of the heteroclinic cycles is shown in Figure 1.

Heteroclinic orbit

Heteroclinic orbit

Figure 1. Illustration of the geometry of the system to guarantee the existence of a heteroclinic cycle.
In blue and orange are the two heteroclinic orbits; in green is the switching surface.

In order to plot the heteroclinic loop in P1 and P2, we can find a point of each hetero-
clinic orbit close to the equilibrium point x∗1 as follows:

x(0)1 =
1
3

 −2α

−2aα(
2b2 − 2a2)α

e−
2naπ

b + x∗1 , (32)

x(0)1 = −1
3

 −2α

−2aα(
2b2 − 2a2)α

e−
2naπ

b + x∗2 , (33)
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where n ∈ N determines the number of turns a trajectory with an initial condition close to
an equilibrium point performs before it reaches a switching surface. Therefore, the higher
n is, the closer the initial condition is to the equilibrium point.

Let us consider a system of the form (1), (3), and (4) along with the parameter values
a = 0.2, b = 5, c = −3, and α = 1. The system presents a heteroclinic cycle and a double-
scroll chaotic attractor shown in Figure 2.

x 1x2

x 3

-1

1

-5

5
-5

5

(a)

x 1x2

x 3

–2

2

–6
6

–6

6

(b)

Figure 2. (a) In orange and purple is the heteroclinic cycle of the system (1), (3), (4), and (5) for
the parameters a = 0.2, b = 5, c = −3, and α = 1. (b) In blue is the double-scroll self-excited
chaotic attractor.

It is worth mentioning that flexible control over the amplitude and frequency of
chaotic signals from self-excited attractors is achieved by expanding the set of parameter
values that generate attractors. In traditional approaches based simply on fixed switching
surfaces and saturation-type functionals, the set of selectable values is smaller, thus limiting
this control.

3. Multistable System
Let

ẋ = f (x) = Ax + g(x), x(0) = x0, (34)

be the associated vector field of an autonomous dynamical system, where x ∈ Rn,
A = {ai j}n

i,j=1 ∈ Rn×n, ai,j ∈ R, and g : Rn → Rn. According to [19], the generalized
multistability can be defined as follows:

Definition 1. We say that the dynamical system given by (34) is generalized multistable if there
exists more than one basin of attraction.

In order to modify the previous approach for a multistable system with two double-
scroll self-exited attractors and one hidden attractor, let X ⊂ R3 and P = {P1, . . . , Pη}
(η = 4) with X =

⋃
1≤i≤η Pi, and Pi ∩ Pj = ∅ for i ̸= j be the phase space and a partition,

respectively. Let us also consider that there exists a saddle equilibrium point in each atom
Pi. Let us define two step functionals g and u as follows:

u(τ) =

{
1, if τ ≥ 0;

−1, if τ < 0;
(35)

g(τ, ζ) =


1, if τ > 0 and ζ ≥ 0;

−1, if τ ≤ 0 and ζ ≥ 0;
1, if τ ≥ 0 and ζ < 0;

−1, if τ < 0 and ζ < 0.

(36)
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Please note that the difference between u(τ) and g(τ, ζ) is just that the second one
considers two variables; however, both functionals return only 1 or −1.

Consider the new f (X) defined as

f (x) = αg((x − f1n1)
Tnα, xTn3) + f1, (37)

f1 = γu(xTnγ), (38)

nγ =

−2bc2 + 4abc + 2b3 + 2a2b
−8ab

4b

, (39)

n1 =
1
3

 1
2c − a

2c2 + b2 − a2

, (40)

with γ > 0. The definition of parameters and equations arises from the design of the system
for the location and geometric modification of the eigenspaces of matrix A. Although the
analysis for its construction was carried out numerically, a structure with a wide range
of attractors is presented. In the case of the equations u and g, these are step functionals
responsible for partitioning the space and thus generating the switching surfaces. The
vector nγ is the normal vector to the switching surface at the origin. The vector n1 lies on
the line along which the scroll attractors can be separated. The partition P has four atoms
and three switching surfaces:

SW1 = cl(P1) ∩ cl(P2),
SW2 = cl(P2) ∩ cl(P3),
SW3 = cl(P3) ∩ cl(P4),

(41)

SW1 = {x ∈ R3 : (x + γn1)
Tnα = 0},

SW2 = {x ∈ R3 : xTnγ = 0},
SW3 = {x ∈ R3 : (x − γn1)

Tnα = 0},
{x ∈ R3 : xTn3 ≥ 0} ∩ SWi ∈ Pi,
{x ∈ R3 : xTn3 < 0} ∩ SW1 ∈ Pi+1,

(42)

P1 = {x ∈ R3 |(x − γn1)
Tnα < 0} ∪ {x ∈ SW1 : xTn3 ≥ 0}, (43)

P2 = {x ∈ R3 |(x − γn1)
Tnα > 0 ∧ xTnγ < 0},

∪{x ∈ SW1 : xTn3 < 0} ∪ {x ∈ SW2 : xTn3 ≥ 0},
(44)

P3 = {x ∈ R3 |(x)Tnγ > 0 ∧ (x + γn1)
Tnα < 0},

∪{x ∈ SW2 : xTn3 < 0} ∪ {x ∈ SW3 : xTn3 ≥ 0},
(45)

P4 = {x ∈ R3 |(x + γn1)
Tnα > 0} ∪ {x ∈ SW3 : xTn3 < 0}, (46)

The equilibria is then located at

x∗1 = (−α − γ)n1, (47)

x∗2 = (α − γ)n1, (48)

x∗3 = (−α + γ)n1, (49)

x∗4 = (α + γ)n1, (50)
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The parameter γ controls the amplitude of the oscillators in the hidden attractor as
well as the location of the two self-excited attractors, the parameter b controls the frequency
in all the attractors, and a controls the time spent by a trajectory in each atom.

Assumption 1. The parameters α, γ fulfill the expression γ
α ≥ 10. Since γ modifies the separation

between attractors, it must be greater than α.

Note that if α ̸= 0 and γ = 0 then the system has only two equilibria x∗1 = x∗3 and
x∗2 = x∗4 . And if γ ̸= 0, then the system has four different equilibria, x∗1 ̸= x∗2 ̸= x∗3 ̸= x∗4 .
These equilibria can be separated by the γ parameter and are located around the points
−γn1 and γn1. Two double-scroll self-excited attractors are generated around equilibria x∗1
and x∗2 , and the other around equilibria x∗3 and x∗4 . In [35] is presented a study of basins of
attraction of a dynamical system that generates two double-scroll self-excited attractors
and by separating its equilibria by pairs, it is possible to get two convex basins of attraction.
In our study, we obtain two convex attracting basins when γ

α ≥ 10 and the space between
these two attracting basins allows for a hidden attractor to emerge. On the other hand,
when this ratio decreases, the two attracting basins are non-convex and entangled among
them. For the appropriate selection of parameters a, b, c, α, and γ, the system exhibits
three chaotic attractors, with two of them being self-excited and one hidden. Moreover, the
self-excited attractors present Shilnikov chaos, which can be analytically proven.

Proposition 2. Given a system of the form (1), (2), (3), and (37), there exist two heteroclinic cycles
whose intersection points with the switching surfaces are given by

xin1 = −α
[
1 2c+a

3
2c2−b2+a2

3

]T
− γn1, (51)

xin2 = α
[
1 2c+a

3
2c2−b2+a2

3

]T
− γn1, (52)

xin3 = −α
[
1 2c+a

3
2c2−b2+a2

3

]T
+ γn1, (53)

xin4 = α
[
1 2c+a

3
2c2−b2+a2

3

]T
+ γn1, (54)

Proof. The equilibria x∗1 and x∗2 are symmetric with respect to −γn1 and x∗3 and x∗4 are
symmetric with respect to γn1; therefore, the proof for the heteroclinic cycle from x∗1 to x∗2
can be performed as the previous proof using the transformation

z(i) = Q−1(x − x∗i ) for i ∈ {1, 2, 3, 4}, (55)

and using SW1 from (41). By symmetry, the heteroclinic cycle between x∗3 and x∗4 is also
demonstrated by replacing SW1 by SW3.

To illustrate a heteroclinic cycle, let us choose a = 0.2, b = 5, c = −3, γ = 10, and
α = 1.

In Figure 3, both heteroclinic cycles are shown. In Figure 4, the self-excited attractors
are shown, with green for the initial condition x(0) = −γn1 and red for the initial condition
x(0) = γn1. Figure 4 also shows the hidden attractor for the initial condition at the origin
around the two self-excited attractors. Figure 5 shows a slice of the basin of attractions in
the plane {x ∈ R3 | 75.73x1 + 0.33x2 − 1.66x3 = 0}.
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x 1x2

x 3

-5

-2

15

26
15

26

(a)

x 1x2

x 3

2

5

-26

-15
-26

-15

(b)

Figure 3. Heteroclinic cycles of the system given by (1), (2), (3), (37), and (38) for the parameters
a = 0.2, b = 5, c = −3, γ = 10, and α = 1 located around (a) x(0) = −γn1 and (b) x(0) = γn1.

x 1x2

x 3

-14
14-69 70

-69

70

Figure 4. In blue is the hidden attractor and in red and green are the self-excited attractors of the
system given by (1), (3), (2), (37), and (38) with a = 0.2, b = 5, c = −3, γ = 10, and α = 1.

x1

-25 25

x 2

-50

50

Figure 5. Slice of the computed basin of attraction in the plane {x ∈ R3 | 75.73x1 + 0.33x2 − 1.66x3 =

0} of the system given by (1), (3), (2), (37), and (38) with a = 0.2, b = 5, c = −3, γ = 10, and α = 1. In
black is the basin of attraction of the hidden attractor. In red and green are the basins of attraction of
the self-excited attractors.

4. 1D Grid Scroll Attractors
Now in order to generalize the approach for multistable systems with 1D hidden

grid scroll attractors, let X ⊂ R3 and P = {P1, . . . , Pη} (η > 1) with X =
⋃

1≤i≤η Pi and

https://doi.org/10.3390/axioms15030165
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Pi ∩ Pj = ∅ for i ̸= j be a partition. Let us also consider that there exists a saddle equilibrium
point in each atom Pi. Let us also redefine the function f1 as follows:

f 1 =
j=N1

∑
j=1

γu((x + (−2γ(j − 1) + γ(N1 − 1))n1)
Tnγ), (56)

where N1 + 1 determines the number of scrolls in the hidden attractor.
Thus, the equilibria are located at

x∗i = (γ(−N1 + 2⌊ i
2
⌋) + α(−1)i)n1, (57)

for i = {0, . . . , 2N1 + 1}.
To illustrate this, we consider the same set of parameters with N1 = 3, the hidden

attractor (in blue) along with the four self-excited attractors (in different colors), as shown
in Figure 6. Figure 7 shows a slice of the basin of attractions in the plane {x ∈ R3 | 75.73x1 +

0.33x2 − 1.66x3 = 0}. This surface was selected because it includes the line that passes
through the central part of the self-excited attractors.

x1
-19.9 19.9

x 2

-108.9

109.9

Figure 6. System given by (1), (3), (2), (37), and (56) with a = 0.2, b = 5, c = −3, γ = 10, and α = 1.

x1

-50 50

x 2

-100

100

Figure 7. Slice of the computed basin of attraction in the plane {x ∈ R3 | 75.73x1 + 0.33x2 − 1.66x3 = 0}
of the system given by (1), (3), (2), (37), and (56) with a = 0.2, b = 5, c = −3, γ = 10, and α = 1. In
black is the basin of attraction of the hidden attractor. In red, green, orange, and purple are the basins
of attraction of the self-excited attractors.
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5. 2D and 3D Grid Scroll Attractors
For the generalization of 2D and 3D grids, let us redefine the system as

ẋ = Ax + B(x), (58)

and consider the following vectors:

B1 = − 1
3

 2c − a
2c2 + b2 − a2

2c3 + 3ab2 − a3

,

B2 =

 b
2ab

3a2b − b3

,

B3 = − 1
3

 2c + 2a
2c2 − 2b2 + 2a2

2c3 − 6ab2 + 2a3

,

(59)

nsw2 = −1
3

−(2ac2 + (2b2 − 2a2)c)
2c2 + 2b2 − 2a2

2c − 2a

 (60)

nsw3 =
1
3

2bc2 − 4abc + b3 + a2b
2ab
−b

, (61)

n2 =
1
3

 0
−b
−2ab

. (62)

The affine part of the system is given by

B(x) =
(

f4 + f1 +
w f2

γ

)
B1 + f2B2 +

(
f3 −

w f2

γ

)
B3, (63)

with

f2 = E2

(
N2

∑
k=1

γu
(

nT
sw2

(x − n2(2γ(k − 1)− γ(N2 − 1)))
))

, (64)

f3 = E3

(
N3

∑
l=1

γu
(

nT
sw3

(
x − n3

(
−w f2

γ
+ 2γ(l − 1)− γ(N3 − 1)

))))
, (65)

f1 =
N1

∑
j=1

γu
(

nT
γ

(
x − n1

(
w f2

γ
+ 2γ(j − 1)− γ(N1 − 1)

)))
, (66)

f4 = αg
(

nT
α

(
x − n1

(
w f2

γ
+ f1

)
− n2 f2 − n3

(
−w f2

γ
+ f3

))
, nT

sw3

(
x − n3

(
−w f2

γ
+ f3

)))
, (67)

where α, γ > 0 and γ/α ≥ 10, w ≤ 0 and E2, E3 ∈ {0, 1}.
With this modification of the approach, 1D, 2D, and 3D hidden scroll attractors can be

obtained. It is possible to select which type of grid is desired, as shown in Table 1.
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Table 1. Behavior of system (59) depending on the value of E2 and E3.

E2 E3 Type of Hidden Grid Attractor.

0 0 Scrolls along n1 direction (1D)
1 0 Scrolls along n1 and n2 directions (2D)
1 1 Scrolls along n1, n2, and n3 directions (3D)

Thus, the number of self-excited attractors as well as the scrolls in the hidden attractor
is given by (N1 + 1)× (E2N2 + 1)× (E3N3 + 1).

Let us denote the equilibria along the x1 axis as

x∗1D
eqj

= (x∗1D
1eqj

, x∗1D
2eqj

, x∗1D
3eqj

)T , j = 1 . . . , 2N1 + 2, (68)

then the equilibria is given by

x∗3D
jkl = x∗1D

eqj
+

w f2

γ
n1 + ((2kE2 − N2)γ +

w f2

γ
)n2 + (2lE3 − N3)γn3, (69)

with k = 1, . . . , 2N2 + 2 y l = 1, . . . , 2N3 + 2.
As an example of a 2D grid hidden attractor with scrolls along with the x1 and x2

directions, let us consider a = 0.2, b = 5, c = −3, and w = −0.25 with E2 = 1, E3 = 0,
Nx1 = 3, and N3 = 3. The hidden attractor is shown in Figure 8a. For a 3D grid case,
consider the parameters a = 0.2, b = 5, c = −7, and w = −1 with E2 = 1, E3 = 1, N1 = 3,
and N3 = 3, where the scrolls extend along three directions as shown in the Figure 8b. The
resulting matrix A for this set of parameters is

A =

 0 1 0
0 0 1

−175.28 −22.24 −6.6

. (70)

x 1

x2

x 3

-21

21

-257
259

-257

259

(a)

x 1

x2

x 3

-55

55

-380
380

-380

380

(b)

Figure 8. 2D grid hidden attractor of the system given by (58) and (2) with a = 0.2, b = 5, c = −7,
w = −0.5, N1 = 3, and N2 = 3 with (a) E2 = 1 and E3 = 0 and (b) 3D grid hidden attractor of the
system given by (58) and (2) with a = 0.2, b = 5, c = −7, w = −0.5, N1 = 3, N2 = 3, and N3 = 3
with (a) E2 = 1 and E3 = 1

6. Generation of Pseudorandom Numbers Based on Hidden Attractors
The previous system with a 3D grid hidden attractor is used to generate binary

sequences with the approach proposed in [31]. The algorithm has been chosen for its
simplicity; however, more recent algorithms may produce better results. Two datasets
were generated, one with the 3D grid hidden attractor and another with one of the self-
excited double-scroll attractors. The algorithm requires a system trajectory obtained using
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a numerical method with n points of the form xi = [x1i, x2i, x3i]
T . Each point generates a

byte as follows:

ki =
⌊ 3

∑
i=1

x1i · 1014
⌋

mod256, (71)

such that ki ∈ [0, 255] for i = 1, . . . n. The generated datasets were tested in the test suite
provided by the National Institute of Standards and Technology (NIST).

The test suite includes fifteen statistical tests, and some of them are further decomposed
into a variety of sub-tests. The NIST software (Statistical Test Suite sts-2.1.2) returns the
called p-value and proportion, as well as an acceptable interval for these values; if the values
of all tests are in the acceptance interval, the sequence is considered to be a pseudorandom
number sequence. Both datasets fulfill all tests as shown in Table 2. Equation (71) is a
simple way to generate pseudorandom numbers using bytes. It is worth noting that stream
ciphers are based on pseudorandom numbers such as Salsa20 [36] and ChaCha [37].

Table 2. NIST test suite results.

Self-Excited Attractor Hidden Attractor
Test No. Test Short Name p-Value Proportion Result p-Value Proportion Result

1 Frequency 0.214 0.988 Pass 0.273 0.987 Pass
2 BlockFrequency 0.748 0.989 Pass 0.339 0.988 Pass
3 CumulativeSums * 0.154 0.985 Pass 0.167 0.984 Pass
4 Runs 0.237 0.998 Pass 0.256 0.989 Pass
5 LongestRun 0.512 0.986 Pass 0.130 0.990 Pass
6 Rank 0.668 0.995 Pass 0.838 0.989 Pass
7 FFT 0.504 0.981 Pass 0.035 0.986 Pass
8 NonOverlappingTemplate * 0.992 0.983 Pass 0.677 0.985 Pass
9 OverlappingTemplate 0.532 0.994 Pass 0.237 0.994 Pass
10 Universal 0.450 0.985 Pass 0.053 0.988 Pass
11 ApproximateEntropy 0.672 0.988 Pass 0.405 0.991 Pass
12 RandomExcursions * 0.448 0.989 Pass 0.681 0.986 Pass
13 RandomExcursionsVariant * 0.329 0.986 Pass 0.993 0.981 Pass
14 Serial * 0.283 0.990 Pass 0.0.643 0.987 Pass
15 LinearComplexity 0.973 0.991 Pass 0.885 0.992 Pass

* Worst proportion case from all sub-tests.

7. Conclusions
This study addresses a new approach for the design of multistable systems with

multiple self-excited attractors and a hidden scroll attractor which can exhibit a 1D, 2D,
or 3D grid shape. Several known system constructions for multiscroll attractors present
a limitation, which is the set of eigenvalues of the main matrix that can produce a scroll
attractor. This drawback is imposed by the shape of the main matrix of the vector field
along with the static commutation planes, which reduces the flexibility of design. This
approach presented in this study eliminates this limitation and guarantees the existence
of chaos in the Shilnikov sense in all self-excited attractors, maintaining the same matrix
shape. Although a particular case constructed with this approach was used to generate
binary sequences that fulfill the NIST tests, further studies are required to ensure proper
use in an encryption application. Future work could address the design of a sequence
generator specifically designed for these types of systems.
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